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ABSTRACT

Based on existing ideas in the field of imprecise prob-
abilities, we present a new approach for assessing
the reliability of the individual predictions of a gen-
erative probabilistic classifier. We call this approach
robustness quantification, compare it to uncertainty
quantification, and demonstrate that it continues to
work well even for classifiers that are learned from
small training sets that are sampled from a shifted
distribution.

Keywords. Robustness quantification, classifica-
tion, reliability, distribution shift, small data sets,
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1. INTRODUCTION

Let’s say that you start using an AI model for a high-
risk application, such as medical diagnosis or self-driving
cars. At that point, if you use a classifier to automatically
make predictions, it does not suffice that your model
generally has a 99% accuracy: you also want to know
whether the current prediction is part of that other 1% of
the cases. That is, you’d really want to know how reliable
the current prediction is.

Several approaches for quantifying this reliability ex-
ist, two of which we intend to compare. The most com-
mon approach is uncertainty quantification [12, 13, 19],
whose aim it is to numerically quantify the amount of
uncertainty associated with a prediction. We instead fo-
cus on an alternative approach, which we call robustness
quantification, whose aim it is to quantify how robust a
prediction is against uncertainty. One might say that we
quantify how much uncertainty the model could cope
with before changing its prediction, and this regardless
of how much uncertainty is actually present. While our
proposed terminology is new, the ideas behind robust-
ness quantification have been successfully tested several
times by now [6, 7, 15], always relying on techniques
from imprecise probabilities [1]. Our contribution con-
sists in conceptually introducing this approach in a gen-
eral setting and comparing it with uncertainty quantifi-
cation.

In particular, we focus on how uncertainty and robust-

ness quantification compare in cases where the available
data is limited or when there is a distribution shift be-
tween the train and test data. Our motivation for this
comparison is fueled by the fact that these problems
arise frequently in practice, and can have a big impact on
how a classifier performs in the real world (on unseen
data) [14, 17, 18, 22]. For now, we mainly focus on the
naive Bayes classifier as a test case because of its simplic-
ity and efficiency. However, our methods can be applied
to more complex classifiers as well.

From our experiments we conclude that robustness
quantification keeps performing well even with limited
data or in the presence of a distribution shift, while un-
certainty quantification sees a decrease in performance.
Moreover, our robustness metrics keep on performing
well even without distribution shift and with enough
data, meaning that there is no trade-off paid for the bet-
ter protection that they offer.

2. CLASSIFICATION

We consider the problem of classification, where the
goal is to predict the correct class of an instance based
on its features. An example of a high-risk classification
problem is predicting whether a patient has cancer (the
class) based on its medical data and images (the features).

2.1. Classifiers. We denote the class variable by C,
which can take on any value c in the finite set of classes
€. An instance can have one or several features F;, with
i €{1,...,N}, where N is the number of features. Every
one of these features takes values f; in the finite set F;.
The vector containing all the feature variables F; is de-
noted as F = (Fy, ..., Fy). The particular feature values
fi of an individual instance are collected in a feature vec-
tor f = (f1,..., fn), to which we often refer as the (set
of) features of said instance. All such possible feature
vectors are collected in the set F = F; X --- X Fy. Every
instance is determined by the combination of a class ¢
and its features f. In practice, however, we typically only
know the features of an instance. The aim of a classifier is
then to predict the unknown class, given those features.

Formally, this is done with a classifier: a deterministic
function h : ¥ — Cthat maps each feature vector f € F
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to a class h(f) € C. Ideally, we would want a classifier
to always predict the correct class. This is not possible
though because instances with the same set of features
may nevertheless have different classes. We then want a
classifier to be correct as often as possible.

In the following sections, we dive deeper into how
classifiers, and probabilistic ones in particular, predict
the class of an instance, and discuss some of the problems
that arise when trying to learn such classifiers from data.

2.2. Generative probabilistic classifiers. Rather than
predict the class directly, a probabilistic classifier first pre-
dicts the (conditional) probability p(c|f) of every possi-
ble class c given the features f of the considered instance,
and then predicts the class of this instance based on these
probabilities. This predicted class is usually taken to be
the one that has the highest probability given the fea-
tures:

h(f) € arg max p(el). M

In most cases, this inclusion is simply an equality. How-
ever, it is possible, although very unlikely in practice,
that there are several equiprobable classes that all have
the highest probability. The set arg max.ce p(c|f) then
contains these classes, and h(f) is then arbitrarily taken
to be one of them. The chosen or predicted class h(f) is
called the prediction. If the feature vector and classifier
are clear from the context, we will sometimes denote the
predicted class h(f) by ¢ as well.

A probabilistic classifier can predict the (conditional)
probabilities of the possible classes given the features in,
essentially, two ways, that each correspond to a type of
probabilistic classifier: discriminative or generative. Dis-
criminative classifiers try to determine the conditional
probabilities p(c|f) directly. We instead focus on gen-
erative classifiers, which first determine a joint prob-
ability distribution P for the class and features. Since
€ and ¥ are finite in this contribution, every such dis-
tribution P is uniquely characterized by its (probabil-
ity) mass function p: ¢ X ¥ — [0,1], which simply
assigns a probability p(c, f) = P(C = cand F = f)
toallc € Cand f € F. The conditional probabilities
that are used to classify instances are then obtained by
conditioning: p(c|f) = p.f)/p(f), assuming that the ob-
served features f have a non-zero (marginal) probability
p(f) = X.ce P(c, f) > 0. To emphasize the dependency
of a generative classifier on the mass function p, we make
this explicit in our notation by denoting it as h,,. Our rea-
son for focussing on generative classifiers is that our
ideas about robustness, and the theory of imprecise prob-
abilities on which they are based, can be applied more
naturally in this setting.

Since we maximize over the possible classes to get the
prediction h,(f) for a feature vector f, the denominator
p(f) in Bayes’s rule—which does not depend on the
class—can be ignored in Equation (1). For generative

classifiers, Equation (1) therefore simplifies as follows:
hp(f) € argmax p(c, f). 2
cec

If p(f) = 0, then p(c, f) = 0 for all ¢ as well, in which
case Equation (2) tells us that h,(f) is an arbitrary class
in C; this case is typically avoided in practice though.

2.3. Learning a classifier. If we want to use a (gen-
erative) classifier, we first need to somehow learn its
joint distribution P. This is typically done with a labeled
data set, where the class of each instance is known. We
will call this data set the training set, and denote it by
Dypin- In practice, it is typically assumed that the train-
ing set has an underlying distribution that generated it:
the training distribution Py,,;,. Once a classifier has been
learned, we of course want to put it to use on unseen data
to see how well it performs. To that end, we consider a
second data set D that we call the test set. Here too, it
is typically assumed that this data set has an underlying
distribution, called the test distribution, which we denote
by Pie:. In a perfect scenario then, the joint distribution
P of our classifier is equal to Py, yielding a classifier
that issues the correct prediction as often as possible, at
least on average for large test sets Di.i;. However, this
almost never occurs because of, essentially, two reasons.
One reason is that P may not be equal to Py, which
is what we will come to next, but let us first look at the
case where they are equal.

If Piest = Pirain, then the task of learning a generative
classifier basically boils down to trying to make sure
that P approximates Py.,;, sufficiently well, the perfect
scenario being that P = Py, = Piest- However, this
perfect scenario is only possible in the idealized situation
where Dy, is infinitely large. For (very) small training
sets Dypin, in fact, it often happens that Dy,;, is not at
all representative for Py.,;,, making it impossible for P
to approximate Py.i, with any reasonably accuracy. A
possible solution to this problem consists in collecting
more data. Unfortunately, this not always possible.

Regardless of whether Dy,,;, is large enough to be able
to accurately learn Py,;;,, there is also the additional prob-
lem that P,.,;, may not be equal to P, a phenomenon
known as distribution shift. Consider for example a situ-
ation where a classifier is trained based on medical data
from one hospital, and then used in another hospital [24],
or where it is trained on colored images but then used on
black-and-white images. In such cases, even if P = Py,ip,
the performance of the corresponding classifier hp is
bound to suffer. This is a very common problem, that is
known to have a big impact on the performance of classi-
fiers [14, 17]. Distribution shift is often ignored though,
by (tacitly) assuming that P.,;, and P are equal.

Regardless of how well P approximates Py, the per-
formance of a classifier is often measured in terms of
accuracy: the number of correctly predicted instances
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divided by the total number of predictions. This metric
is, in most cases, good enough to evaluate a classifier,
since the goal is often to be correct as much as possible.
However, in cases where a bad prediction could have
huge consequences, we are no longer only interested in
the overall performance of the classifier. In such cases,
it is equally important to assess the reliability of each in-
dividual prediction, allowing us to flag those that might
be unreliable. This brings us to reliability quantification.

3. RELIABILITY QUANTIFICATION

In high-risk applications, it is of crucial importance to
know for each separate prediction whether it is correct or
not, because a wrong prediction could have severe conse-
quences. Although it is of course infeasible to construct a
classifier that is always correct, we could try to construct
a classifier that is correct in most cases, and can single
out the other, more difficult cases. This is exactly what
we want to achieve with reliability quantification. That
is, we want to quantify the reliability of each individ-
ual prediction. Any numeric value that aims to quantify
(some aspect of) the reliability of a prediction, we call
a reliability metric. To stress that these reliability met-
rics are associated with individual predictions, instead of
the overall performance of a classifier, we say that they
are instance-based. We restrict ourselves to two methods
for quantifying instance-based reliability, each of which
focuses on a different aspect of reliability: uncertainty
quantification and robustness quantification.

3.1. Uncertainty. Uncertainty quantification, as the ter-
minology suggests, aims to quantify the uncertainty as-
sociated with individual predictions, the idea being that
uncertainty negatively influences reliability. To better
understand some of the challenges of this approach, it is
helpful to distinguish two different types of uncertainty
that are often considered in this context [13]: aleatoric
and epistemic uncertainty.

Aleatoric uncertainty has to do with the intrinsic vari-
ability of the test data, as captured by Pie. For an in-
stance with features f, it is the uncertainty that corre-
sponds to the conditional probabilities pe(c|f): even if
we know P, perfectly, then still, several classes c remain
possible, each with their own probability of occurrence
Drest(c| f)- Since it is intrinsic to the process, aleatoric
uncertainty is irreducible, meaning that it will always
remain no matter how hard we try; it is the reason why
in practice no classifier can be expected to always yield a
correct prediction.

Epistemic uncertainty, on the other hand, has to do
with the fact that we typically do not know Pi., in the
sense that the joint distribution P of a classifier will typi-
cally not be equal to Pi.. One aspect of this epistemic
uncertainty has to do with the fact that P # Py.,;,, due to
modelling choices or the limited availability of training
data; this could be addressed by collecting more data,

and is therefore considered reducible. Another aspect of
epistemic uncertainty has to do with the presence of dis-
tribution shift (Pyy,in # Prest), Which can only be reduced
if we have access to labelled data from Pie;.

The aim of uncertainty quantification, then, is to
numerically quantify these two types of uncertainty
with uncertainty metrics. This is extremely challeng-
ing though. On the one hand, for epistemic uncertainty,
there is typically no way of knowing to which extent
Dy,ip is representative for Py, nor how much Py dif-
fers from Py;,i,, making it very difficult to assess to which
degree P differs from Pi.i. On the other hand, uncer-
tainty metrics that aim to quantify aleatoric uncertainty
would ideally be based on the conditional probabilities
Drest(c| f)- In practice, however, Py is not available, and
one then has to do with the estimated conditional prob-
abilities p(c|f) instead, which may differ considerably
from the real ones pi(c|f) due to the presence of epis-
temic uncertainty.

Nevertheless, many uncertainty metrics have been de-
veloped, some of which we discuss in more detail in
Section 4. Some of these metrics try to quantify aleatoric
and epistemic uncertainty separately, while others try
to quantify the combined effect of both, to which they
refer as total uncertainty. However, one might question
to which extent it is possible to make these distinctions
while quantifying uncertainty though, since both no-
tions are always intertwined: as we have just explained,
aleatoric uncertainty cannot be reliably quantified with-
out quantifying epistemic uncertainty, and epistemic
uncertainty itself is very hard to quantify. It is therefore
to be expected that these methods will perform signifi-
cantly worse in the presence of epistemic uncertainty, as
we will also demonstrate in our experiments.

3.2. Robustness. Motivated by these difficulties, we
here put forward a different approach, called robustness
quantification. The main idea is to approach reliability
from a different angle: instead of quantifying its uncer-
tainty, which is notoriously hard to do, we instead quan-
tify the robustness of a prediction. That is, we quantify
how much epistemic uncertainty the classifier could han-
dle without changing its prediction, thereby completely
avoiding the difficult task of quantifying how much epis-
temic uncertainty there actually is. A prediction is then
deemed reliable if it is robust, meaning that it would
remain true even in the face of severe epistemic uncer-
tainty. We formalize this concept in Section 5 for general
generative classifiers, and further develop it in Section 6
for the particular case of Naive Bayes classifiers.

The main feature that sets our approach apart from
other approaches that consider the robustness of a clas-
sifier, such as adversarial robustness [2, 4] or robust-
ness against distribution shift [21], is its instance-based
character: we consider the robustness of individual pre-
dictions, whereas these other approaches consider the
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robustness of the overall performance of a classifier. For
adversarial robustness [2, 4], another difference is that
we consider robustness against epistemic uncertainty
(resulting from, for example, distribution shift), instead
of robustness against manipulations of the (in that case
typically continuous) features.

4. UNCERTAINTY QUANTIFICATION

Before we delve into the topic of robustness quantifi-
cation, and robustness metrics in particular, let us first
take a brief look at a number of uncertainty metrics. The
first two metrics single out a specific aspect of the uncer-
tainty about the class given the features: the probability
of the predicted class and the (Shannon) entropy, respec-
tively. The last three metrics are also based on entropy,
but combine this with ensemble techniques to better esti-
mate the uncertainty [20]. Each of these five uncertainty
metrics can be applied to arbitrary generative classifiers.
For a more extensive overview, which also covers met-
rics for discriminative classifiers, or for specific model
architectures, we refer the interested reader to the work
of Hiillermeier and Waegeman [13].

Maximum probability. A first straightforward uncer-
tainty metric, denoted by u,,, is one minus the condi-
tional probability of the predicted class ¢, or equivalently,
one minus the maximum probability over all classes:

un(f) = l—rgeagp(CIf) =1- p(¢|f). ©))

In an idealized situation where there is no epistemic un-
certainty (so P = P ), this is the probability of making
an incorrect prediction, and hence a perfect metric for
quantifying aleatoric uncertainty. In general, in the pres-
ence of epistemic uncertainty, this might then be taken
to represent a combination of both types.

Entropy. A second metric for quantifying uncertainty,
which is quite popular and has its roots in information
theory, is entropy. In particular, we consider the entropy
of the conditional probability mass function for the class
given the features f:

up(f) == Y. plelf)log, pclf). (4)

ceC

Entropy mostly tells us something about the shape of the
conditional probability mass function: the more uniform
it is, the higher the entropy. Since the uniform case corre-
sponds to randomly guessing the correct class, it makes
sense to associate high values for ug(f) with there being
more uncertainty; in particular, it is typically taken to be
a metric that aims to capture the total uncertainty [20].

The last three uncertainty metrics combine entropy
with ensemble techniques to quantify aleatoric, total and
epistemic uncertainty, respectively. Instead of training
the classifier once on the training set Dyi,, We now con-
struct several bootstrap samples (obtained by sampling

from Dy, set with replacement to obtain a data set of
the same size as Dy.,;,) and each of these samples train
a new classifier. The number of bootstrap samples, and
thus the number of classifiers we train, is denoted by M.
We denote the predicted joint probability mass functions
of these different classifiers by p;, with i € {1,..., M}. In
our experiments in Section 7, we use M = 10.

Aleatoric uncertainty. The aleatoric uncertainty is then
estimated as follows:

M
ua() = —2= 2 3, pielNlog, el (5)
i=1ceC
This is the average entropy of the predicted conditional
probability distributions over all the classifiers in the
ensemble. The reason this is typically associated with
aleatoric uncertainty, is because averaging over the en-
sembles is believed to reduce the influence of the epis-
temic uncertainty as much as possible.

Total uncertainty. The total uncertainty, on the other
hand, is then estimated as the entropy of the average
predicted conditional probability distribution, given by

w(f) ==Y Pav(clf)log, pay(clf), (6)

cel

with p,y(c|f) = M Z%:l pi(clf). So we see that this
uncertainty metric is similar to ug, but with p replaced
by the average of the different p;.

Epistemic uncertainty. The epistemic uncertainty, fi-
nally, is taken to be the difference of the previous two
metrics:

uo(f) = ug(f) — u (f) (7
Underlying this metric is an assumption that the total
uncertainty is the sum of the aleatoric and epistemic un-
certainty. This assumption seems questionable though,
given that both types of uncertainty are intertwined.

5. ROBUSTNESS QUANTIFICATION

To quantify the robustness of a prediction of a classi-
fier, we need to somehow assess how much epistemic
uncertainty this classifier can handle before that partic-
ular prediction will change. That is, how different P
can be from P while still providing the same prediction.
Inspired by ideas from the imprecise probabilities litera-
ture [6, 7, 15], we will do this by artificially perturbing
(the mass function p associated with) the joint distri-
bution P, defining a robustness metric as the minimal
perturbation for which the prediction is no longer robust.

5.1.Robustness w.r.t. a perturbation. We define a per-
turbation of a mass function p as a set of mass functions
that contains p.

Definition 5.1. Consider a mass function p on € X F.
Let P be a compact set of mass functions on € X F, with
p € . Then we call P a perturbation of p.



Submitted to the 14" Symposium on Imprecise Probabilities: Theories and Applications (ISIPTA 2025)

This definition is quite general, as it allows for a wide
range of perturbation types. Usually, however, a perturba-
tion P of p will be a ‘neighborhood’ around p, consisting
of mass functions of a particular type whose distance
from p is in some sense bounded.

There are several ways in which such a perturbation
could be obtained. The most straightforward one, which
we will adopt here, is to directly perturb p itself. However,
we could also perturb the data from which the model is
learned and, in this way, indirectly perturb p during the
learning process; we leave this for future work.

Since a perturbation X is a set of mass functions, we
can associate with each such mass function p’ € P a
generative classifier h,,—or multiple ones, if there is
no unique maximiser in Equation (1). If the prediction
hy (f) of all those classifiers hy is the same as the class
¢ = h,(f) that is predicted by h,, we say that the predic-
tion of h,, is robust w.r.t. the perturbation .

Definition 5.2. Let h,, be a generative classifier corre-
sponding to a mass function p. Let P a perturbation of
p and let ¢ be the prediction according to h,, for the set
of features f. Then ¢ is robust w.r.t. the perturbation 2 if
argmax.ce p'(c, f) = {¢} forall p’ € P.

Since P contains p, this definition requires in partic-
ular that argmax.ce p(c, f) = {¢}, meaning that if the
class ¢ predicted by the original classifier h, does not
uniquely have the highest probability, then ¢ can never
be robust.

To check if a prediction is robust w.r.t. a perturbation
P, we do not need to explicitly check for each individual
p' € P whether it uniquely predicts ¢; fortunately, we
can instead reformulate robustness as a maximization
problem. This result—and our proof—is entirely analo-
gous to [7, Theorem 1], where a similar reformulation
was presented for the case without observed features.

Theorem 5.1. Let h), be a generative classifier correspond-
ing to a mass function p. Let P be a perturbation of p
and let ¢ be the prediction according to h, for the set of
features f. Then ¢ is robust w.r.t. the perturbation P if and

only if

p'le, f)
max max
cee\ict p'e? p'(¢, f)

min p’(é, f) >0 and <1, (8)
p'eP

where the first inequality should be checked first because if
it fails, the fraction in the second inequality is undefined.

Proof. By definition, ¢ is robust w.r.t. 2 if and only if
argmax.ce p'(c, f) = {¢} for all p’ € P. This is clearly
the case if and only if

Vp' € P,Vce C\¢: p'(c,f) < p' (6 f). 9

Since p’(c, f) > 0, this can only be true if p’(¢, ) > 0 for
each p’ € P, or equivalently, due to the compactness of

P, if the first inequality of Equation (8) holds. Assuming
that it holds, Equation (9) can now be rewritten as

/
max max 2 ((i’ i) <1, (10)
cee\iey p'e? p'(é, f)

where the compactness of ? ensures that the maximum
is well-defined. O

From the point of view of imprecise probabilities [1],
our notion of robustness is closely related to credal—or
imprecise—classification [5]. Starting from a set of prob-
abilities P—or a perturbation, in our language—this ap-
proach to classification provides a set-valued prediction
Uprep arg max ce p'(c, f) that gathers the predictions
hy (f) of every possible classifier h;, that corresponds
to a joint mass function p’ € P. Robustness then cor-
responds to the specific situation where this (possibly)
set-valued prediction consists of only one class, which is
then necessarily equal to é.

5.2. Robustness metrics. To be able to numerically
quantify the robustness of a prediction as the minimal
perturbation for which it is no longer robust, we need to
somehow express what the size of perturbation is. To this
end, we will make use of parametrized perturbations.

Definition 5.3. Consider a probability mass function p
on C X ¥ and, for all € € [0, 1], a perturbation P, of p.
Then the family P, := (P;)cc|o,1] is called a parametrized
perturbation of p if it satisfies the following conditions:

« ife = 0, then P, = {p};
o ifg) <g, then P, C P,.

So the bigger the parameter ¢, the bigger the perturba-
tion. The idea is now to increase € until the prediction
is no longer robust w.r.t. P, and to use the value of ¢ for
which this happens as a robustness metric.

Definition 5.4. Let h), be a generative classifier corre-
sponding to a mass function p, and let ¢ be the predic-
tion according to hp for the set of features f. Let P, be
a parametrized perturbation of p. Then the robustness
metric ep (f)—if it exists—is the smallest value of ¢ for
which ¢ is no longer robust w.r.t. .

An important advantage of this approach, compared
to both (epistemic) uncertainty quantification and credal
classification, is that it avoids the problem of determining
which perturbation #.—or which ¢ € [0, 1]—is ‘correct’.

That said, there are of course many ways to con-
struct a parametrized perturbation ,, and hence many
robustness metrics that can be obtained in this way.
The ones we will focus on are based on so-called e-
contamination [3].

Definition 5.5. Consider a probability mass function p
on aset X, and let 2 be the set of all possible probability
mass functions on X. Then for any ¢ € [0, 1], we define
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the e-contamination of p as the family of all mass func-
tions that are convex mixtures, with mixture coefficient
¢, of p and an arbitrary element of 2.

Mp,s ={1-¢)p+ep*: p* € Zx} 1)

In particular, a first type of family of perturbations
that we will consider, is the one obtained by directly ap-
plying e-contamination to the learned probability mass
function p. We call this family the global parametrized
perturbation of p and denote it by ?E}? ® Foralle € [0,1],
the corresponding perturbation of p is given by

lob
P =My . (12)

We call the robustness metric that corresponds to ?g}? >
the global robustness metric and, for notational conve-
nience, denote it by ggjop = syg}?b. Our next result pro-
vides a closed-form expression.

Theorem 5.2. Consider a set of features f and let ¢ be the
prediction according to a generative classifier hj, with joint
probability mass function p. Then

p(é’ f) - maXCG@\é P(Ca f)
1+ p(é, f) — maxcee\e plc, f)

Eglob(f) = (13)

Proof. If p(¢, f) = 0, it follows from Equation (2) that
p(c, f) = 0for all ¢ € €, which implies that ¢ is not
robust for ?glgb = {p} because argmax,cc p(c, f) = C
isnot a singf)éton. So in this case, we should have that
€glob(f) = 0, which indeed corresponds to Equation (13).

This leaves us with the case p(¢, f) > 0. To show
that (13) is correct in that case too, we fix any € € [0, 1).
Since p(é, f) > 0, it follows from Equation (12) and Def-
inition 5.5 that p’(¢, f) > O forall p’ € ?E}gb. Theorem
5.1, Equation (12) and Definition 5.5 therefore imply that

¢ is not robust w.r.t. ?ﬁlgb if and only if

max max AZOPEDEDEN

ceC\i¢} p*eZexs (1 —€)p(C, f) +ep*(C, f) —

where e+ is the set of all mass functions on €x¥. Since
the inner maximum is clearly attained by the unique
distribution p* € Xey s that assigns probability one
to (¢, f)—and hence zero probability to (¢, f)—the left-
hand side of Equation (14) simplifies to

AQ-e)ple, f+e _ (1= E)cgg{é}p(c’f) e

(1 -e)p. f) (1-2)p. f)

cee\{e}
(15)
Rearranging the terms, it therefore follows that Equa-

tion (14) holds—or equivalently, that ¢ is not robust w.r.t.

?ﬁ}gb—if and only if
p(6, f) — max.ee\i p(C, f)

< €.
1+ p(é, f) — max.ee\ig P(C, f)

(16)

Furthermore, since we know from Equation (2) that 0 <
p(é, f) —max.ce\e p(c, ) < 1, the left-hand side of this
inequality is at most 1/2. The smallest value of € € [0,1)—
and hence also of ¢ € [0, 1]—for which ¢ is not robust
w.rt. PP is therefore equal to this left-hand side. This

Ds€
is exactly the value given by Equation (13). O

It follows from this result that our global robustness
metric also has a alternative, simple and perhaps more
intuitive interpretation that does not make use of pertur-
bations: as can be seen from Equation (13), ggop turns
out to be a monotone transformation of the difference
p(é, f)—max.ce\e p(c, f) between the joint probabilities
of the most likely and second most likely classes.

6. ROBUSTNESS QUANTIFICATION FOR THE
NAIVE BAYES CLASSIFIER

An important advantage of the parametrized pertur-
bation Tﬁlgb, and the corresponding robustness metric
Eglobs 18 that they can be applied to any generative classi-
fier. For specific types of classifiers, however, we can also
consider more specific types of perturbations that are
tailor-made, as we are about to illustrate for the simple
case of the Naive Bayes Classifier [9].

6.1. Naive Bayes Classifier. The central assumption
on which the Naive Bayes Classifier (NBC) is based is
that the features are conditionally independent given
the class. For all classes ¢ € € and features f € F, this
implies that the joint probability mass function can be
factorized as

N
pe. )= p@) [ [ p(filo), 17)

i=1

where p(c) =Y. rer p(c, f) is the marginal probability
of ¢ and p(f;|c) is the conditional probability of the fea-
ture f; given c. We collect all probability mass functions
on Cx ¥ that satisfy Equation (17) in the set Z{PT. Every
mass function p in ENEC is completely determined by a
local mass function p. on €, defined by p-(c) := p(c) for
all ¢ € @, and, for all ¢ € G, a local mass function PFjle
on F;, defined by pg,.(f;) := p(filc) for all f; € F;.

The main advantage of assuming independence of the
features given the class is that we do not need to learn
the joint probability mass function p as a whole—which
is often high-dimensional—but can focus on learning
the—typically low-dimensional—local probability mass
functions p¢ and pp,|. instead. In the experiments in
Section 7, the probabilities that make up these local mass
functions are obtained as follows:

_nlO)+a

n(, fi)+a
plc) = roclel —

no+ar P

and p(filc) =

where n is the total number of training instances, n(c) is
the number of instances with class ¢, and n(c, f;) is the
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number of instances with class ¢ and feature value f;.
These expressions correspond to the posterior predictive
distributions of the Dirichlet-multinomial model [11].
For o = 0, the obtained probabilities are simply the ob-
served relative frequencies of the different classes, and
of the features given each of the classes. The addition
of a small additive smoothing parameter > 0 avoids
that the denominator becomes zero—if not all combina-
tions of classes and features are present in the data—and
protects against overfitting. The exact value of « is deter-
mined by optimizing it, using 5-fold cross validation on
the training set.

The downside that comes with this advantage, on
the other hand, is that the assumption that the features
are conditionally independent given the class is often
unrealistic—or ‘naive’—in practice. Enforcing this as-
sumption anyway will then make it impossible for P to
closely resemble Py.,;,. Nevertheless, and perhaps sur-
prisingly, the performance of NBCs is often competitive
with other, more complicated types of classifiers [8, 10].

6.2. Two types of perturbations. For the particular
case of an NBC with mass function p, we now consider
two types of perturbations and their corresponding ro-
bustness metrics.

Global perturbations. The first family of perturbations

is the global parametrized perturbation ?ﬁ}? ® of Sec-
tion 5.2. The expression for the corresponding robust-
ness metric £g15, does not simplify further for the specific
case of an NBC, and is still given by Equation (13), in
which we can easily evaluate p(¢, f) and p(c, f) with
Equation (17).

Local perturbations. The second family of perturba-
tions takes inspiration from the set of probabilities that
defines a Naive Credal Classifier [23]—an imprecise-
probabilistic generalization of an NBC. It is tailor-made
for NBCs, as it makes use of the fact that p factorizes as
in Equation (17). In particular, for each ¢ € [0, 1], we let

€ MPF les € }

(19)
be the perturbation of p obtained by separately perturb-
ing each of local mass functions with e-contamination.!
We call the resulting family P}° the local parametrized
perturbation of p and call the corresponding robustness
metric the local robustness metric. For notational conve-
nience, denote it by g, = Eploc. Our next result gives a
convenient characterization.

loc ._ ! NBC .
Ppre = {p €Xoes P €

/
PC 5’pFi|c

Theorem 6.1. Consider a set of features f and let ¢ be the
prediction according to an NBC hj, whose joint probabil-
ity mass function p factorizes according to Equation (17).

IThis is not the only possibility. We could for example also perturb
each of the local mass functions of the NBC by a different amount ;
and then let € be the sum of these different amounts.

Then ¢ : [0,1) = Ry, defined forall e € [0,1) by
N
#@:= max (p@+7=) TT (p(ilr+1=). @O

i=1

is a strictly increasing function and €,,.(f) is the unique
value of € for which ¢(¢) = p(¢, f).

Proof. Since all the factors inside the maximum are
nonnegative and strictly increasing in ¢, the same is
clearly true for ¢(¢) itself. So it suffices to show that
#(e10c(f)) = p(&, ).

If p(é, f) 0, it follows from Equation (2) that
plc, f) = 0 for all ¢ € @, which implies that ¢ is not
robust for ?1‘?8 = {p} because arg max.ce p(c, f) = Cis
not a singleton. So g,.(f) = 0 and therefore

$(eroc () = ¢(0) = crerg@}p(c, f)=0=pe,f), (21

using Equation (17) for the second equality.

This leaves us with the case p(¢é, f) > 0. To show that
d(e0c(f)) = p(é, f) in that case too, we fix any € € [0, 1).
Since 0 < p(¢, f) = p(¢) Hfil p(fl-lé), it follows from
Equation (19) and Definition 5.5 that p’(¢, f) > 0 for all
p e ?loc It therefore follows from Theorem 5.1 that ¢
is not robust w.r.t. ?IOC if and only if

p'(c f) -
p'ef)

22
ce\((} prel loc (22)

Ignoring the maximum over the classes for now, rewrit-
ing the innermost maximum with Equation (19) yields

’
pc(c) N maXpFl| PF o€ pF'|C(fi)
,max ()H 7 (23)
Pe&Mpce pc ¢ 1 mlon| pF 68 F lc fi

For the first maximum in this expression, we find that

pe(©) (1 - €)pe(c) + ep*(c)
B @ FE M —ope@rep@ Y
_ A -9)plc) + E’ (25)

(1 —-8)p(@)

where the maximum was attained by the unique mass
function p* € Z; that assigns probability one to c—and
hence zero probability to ¢.

Using a similar line of reasoning, we find that the
maxima in the product are equal to (1 — €)p(f;|c) + ¢,
whereas the minima are equal to (1 — ) p(f;|¢).

So we see that Equation (22) holds if and only if

(@ -op@+e) L., (1 —op(file) +¢)

max N 21
cee\{¢} (1-9)p@II,_,a —e)p(filc)

(26)
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or equivalently, ¢(¢) > p(&) [T, p(fil&) = p(é, f), us-
ing Equation (17) for the last equality.

So, we see that for € € [0, 1), ¢ is not robust w.r.t. ?;,?g
if and only if ¢(¢) > p(¢, f).

On the other hand, we already know that ¢(¢) is strictly
increasing in € and, since ¢/(1—¢) > 1 for € > 1/2, we also
know that ¢(1/2) > 1 > p(¢é, f) fore > 1/2.

It therefore follows that there is a smallest € € [0, 1]
for which ¢ is not robust w.r.t. ?},"";, and that this smallest
value—which is by definition equal to &,.(f)—is indeed
the unique value of ¢ for which ¢(e) = p(¢, ). O

Due to this result, g,.(f) can easily be evaluated in
practice: it suffices to find the unique value of ¢ € [0, 1]
for which the strictly increasing function ¢ is equal to
p(¢, f), for example with a simple bisection method.

7. EXPERIMENTS

To evaluate the performance of robustness quantifi-
cation and compare it to uncertainty quantification, we
use both methods to assess the reliability of the predic-
tions issued by a simple Naive Bayes Classifier. The class
has three possible values, and the four features can take
2, 3, 3 and 4 possible values, respectively. To be able to
study the effect of distribution shift and limited data, we
generate our own data so we can control both aspects.

7.1. The test set. Our test distribution P is a mix-
ture of two distributions: Pygt = (1 — B)Pfix + BPrand-
In this mixture, Pyiy is a fixed distribution that satisfies
the Naive Bayes assumption (Equation (17). The class
probabilities are 0.4, 0.35, and 0.25. For each class value
¢ and feature F;, we assign probability 0.85 to one of the
feature values and distribute the rest of the probability
mass uniformly over the other feature values. This part of
the mixture gives structure to Py, creating a correlation
between the features and class that makes classification
possible. P.,,q is a randomly generated distribution, ob-
tained by generating a random number for each (c, f)
and then normalizing so they sum to one. This part of
the mixture makes sure that P does not satisfy the
Naive Bayes assumption, and that the classification task
is sufficiently difficult. We don’t analyze the effect of 8 in
our experiments; it has a fixed value 8 = 0.3 throughout.
The same is true for P,,,q: while it is random, we keep it
fixed throughout all experiments. This implies that P
is fixed as well. The test set Dy is a random sample of
size N5t = 1000 according to Pye.

7.2. The training sets. Our training distributions are a
mixture of Ps and a random distribution Pgy;¢, withy €
[0, 1] as mixture coefficient: Piqi, = (1 —¥)Piest + ¥ Pshift-
The maximum amount of distribution shift is determined
by y, but the actual amount of distribution shift also de-
pends on the random distance between Pgp;¢; and Pieg;.
We use several values of y in our experiments to study the

effect of distribution shift and consider multiple instan-
tiations of Pg;f; to make sure that there is some actual
distribution shift present. For each P,,;, obtained in this
way, the corresponding training sets Dy,,;, are random
samples of size Nyp,in. To study the effect of limited data,
our experiments consider several values of Ni4ip-

7.3. A single experiment. For a single training set
Dypain 0f size Nypin, the experiment we conduct goes as
follows. First, we use Dy, to learn an NBC. Do to so,
we begin by using 5-fold cross validation to optimize
the smoothing parameter o for maximal accuracy. Next,
we use this optimal « to learn a final NBC based on the
whole training set. With the obtained NBC, for each of
the 1000 instances in Dy, we then make a prediction
¢ based on the features f, and compute the uncertainty

metrics uy, (), ug(f), u (), u,(f) and u,(f) and robust-
ness metrics ggop(f) and g;,c(f) for that prediction.

7.4. Accuracy-acceptance curves. To evaluate the per-
formance of each of these metrics, for a single D,i, and
its corresponding NBC, we look at how good they are
at assessing the reliability of the test instances. To that
end, we use each metric to order the 1000 instances in
Dy For the uncertainty metrics, we do this in order of
increasing uncertainty. For the robustness metrics, we
do this in order of decreasing robustness. For each of
these orderings, the hope is now of course that the first
(least uncertain, most robust) instances are the most reli-
able ones, whereas the last (most uncertain, least robust)
instances are the least reliable. In order to evaluate this,
we chose to use accuracy-acceptance curves.> For each
metric, such a curve plots the accuracy of the predic-
tions of the NBC for the first N instances in the ordering
provided by the metric (so the accuracy for the N most
reliable instances, one would hope), as a function of the
so-called acceptance rate r = N/N., = N/1000. Forr = 1,
this yields the accuracy on the entire test set, and hence
the same result for all metrics. For r < 1, good metrics
are able to increase this accuracy. So better metrics yield
higher accuracy-acceptance curves.

7.5. Experimental setup. We explore the influence of
limited data and distribution shift by considering dif-
ferent sizes of training sets and different amounts of
distribution shift. The considered values for Ni.,;, are
{25, 50,100} and the values for y are {0,0.2, 0.4}.

For each combination of Ny,;, and y we generate 10
different training distributions Py,;, (with the same y
and 10 different random Pg,;¢) and use each of these to
sample 10 different training sets Dy, Of size Nyp,in- For
each of the resulting 100 training sets, we then run the

’These are very similar to the so-called accuracy-rejection
curves [16] that are commonly used to compare classifiers with a reject
option: the only difference is that we plot the accuracy as a function of
the acceptance rate instead of the rejection rate. We prefer our version
because it emphasizes that we are interested in the accuracy on the
accepted (more reliable) instances.
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experiment described in Section 7.3 and, for each of the
considered metrics, construct an accuracy-acceptance
curve as described in Section 7.4.

To evaluate the overall performance of a metric, we
consider the average of the 100 obtained accuracy-
acceptance curves. To evaluate to variability of this per-
formance (to which extent the 100 training sets yield
different results), we consider the standard-deviation.
The results are depicted in Figure 1 and 2, respectively.

7.6. Results. In Figure 1, we clearly see that the smaller
the training set is, so comparing the plots from top to bot-
tom, the worse the uncertainty metrics perform, since
those curves get lower and lower, while the curves of
the two robustness metrics stay relatively high. A simi-
lar conclusion can be drawn for distribution shift. The
more distribution shift there is, so if we move towards
the right, the worse the performance of the uncertainty
metrics is in comparison to the robustness measures, es-
pecially so for small training sets. The performance of
the robustness metrics also seems to be the least affected
by distribution shift or limited data, dropping consid-
erably only for the most extreme case (on the bottom
right). Meanwhile, even without distribution shift and
for larger training sets, our robustness metrics are com-
petitive with all the uncertainty metrics. Comparing our
two robustness metrics, we see that their performance
is similar, with ¢, performing slightly better for small
data sets without distribution shift, and g}, performing
better in the face of both challenges.

Looking at Figure 2, which displays the standard devi-
ations, it becomes clear that our robustness metrics not
only perform better in terms of overall average perfor-
mance, but that their performance is also more stable,
in the sense that it varies considerably less across the
different training sets.

8. CONCLUSION/DISCUSSION

The main conclusion of our contribution is that the
robustness metrics that are provided by robustness quan-
tification do a good job at indicating to which extent a
prediction of a generative classifier is reliable. We further-
more see that robustness quantification is competitive
with uncertainty quantification in scenarios with suffi-
ciently large training sets and no distribution shift, and
that it outperforms it in the face of both challenges.

So while robustness quantification ignores uncer-
tainty, quantifying only how much uncertainty we could
cope with if it were present, this seems to work better
than quantifying epistemic uncertainty, or quantifying
aleatoric uncertainty in the face of epistemic uncertainty.

Nevertheless, in our future work, since it seems to
us that robustness and uncertainty metrics quantify en-
tirely different aspects of reliability, we'd like to explore
to which extent they can be combined to arrive at even
better reliability metrics. To that end, we’d also first like

to gain a better understanding about why, and in which
contexts, robustness quantification works well.

Finally, we would of course like to confirm our con-
clusions with more extensive experiments, for classifiers
with more complex (deep) model architectures and conti-
nous features, and for real classification problems based
on collected rather than generated data.
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