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udocker is a tool to run containers
In user space

without Docker
without privileges
without sysadmin assistance
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udocker empowers users
to run applications
encapsulated in Docker containers

but can be used to run any container that does
not require root privileges
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Scientific Computing
and Containers

Is this thing for me ?
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Scientific Computing
Running applications still requires considerable effort

\ e Several computing systems
e o Notebooks, Desktops, Farms, Cloud, HPC

/

e Several operating systems
0Ses e Linux flavors, Distribution versions

/

e Specificcomputingenvironments
St e Compilers, Libraries, Customizations

/

e Multipleapplications often combined
o e Portability, Maintainability, Reproducibility

Need a consistent portable way of running applications
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Need a consistent portable way of running applications
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Containers take advantage of several
kernel features

Kernel namespaces: isolate system resources from process perspective
— Mount namespaces: isolate mount points
— UTS namespaces: hostname and domain isolation
— IPC namespaces: inter process communications isolation
— PID namespaces: isolate and remap process identifiers
— Network namespaces: isolate network resources
— User namespaces: isolate and remap user/group identifiers
— Cgroup namespaces: isolate Cgroup directories
Seccomp: system call filtering
Cgroups: process grouping and resource consumption limits
POSIX capabilities: split/enable/disable root privileges
chroot:isolated directory trees
AppArmor and SELinux: kernel access control
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Container simply isolates processes

* Cannot see other processes running in the same host

e Restricted to their own file-system tree

 Canonly see a subset of the host devices

 Cannotsee othes shared memory, semaphores, queues
 Can be subject to strong resource usage limits

e Cannot invoke certain system calls

* Do not have access to all root capabilities/privileges
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Container putting it together

Host Ubuntu

CentOS 6
loopback
Volume

/loop10

/
Jetc /bin | |/home

Program




Docker images

« Common format to distribute and manage images:
— Layered file-system based
— At the host level implemented by AUFS, device-mapper thin snapshots
— New images can be easily created from existing ones

— Created by using and

FROM centos:centos6

RUN yum install —y httpd php
COPY /my/app /var/www/app
EXPOSE 80

ENTRYPOINT /usr/sbin/httpd
CM D['-D’, “FOREGROUND”]

Top layer execution (rw)

Layer 3: /var/www/app (ro)

|

Layer 1: centos:latest (ro)
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Container putting it together

To create a containerimage:
— Add the required libraries and programs to the containerfile-system
— Allow containeraccess to the host required volumes and/or devices

— Yes, sure!

— The Linux kernel ABI remains largely unchanged across versions

Containers are usually started by the root user:
— Some operations require privileges
— Canbe root user inside a container without affecting the host or the other
containers (with POSIX capabilities, seccomp and namespaces)
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But..




Docker limitations (on this context)

Require root privileges to install, setup and run

e Security concerns especially in multi-user environments

Docker APl does not limit privileged actions

e Users with direct access to the APl can do anything
e e.g: through the APl users can mount local file systems, make
devices accessible, erase disks etc.

Limiting design decisions for end users

e Docker is designed to be used as an hypervisor by operators

e Difficult to use on batch systems because of process control
and security (not suitable)
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INDIGO-DataCloud H2020 (2015-2017)
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Linux containers on batch systems

« How torun Docker in batch systems ?
* Can we run Docker in batch system ? o
* Ifsohow tointegrate it with the batch system ? 8‘
« Howto make it respect batch system policies ? %
« Howto make it respect batch system actions ? =
 Howto collect accounting ?

e How to run containers without Docker ? -
 Canwe download container images ? 8‘
e Can we run without a layered filesystem ? =
e Canwe runthem as normal user ? 2
 (Can we enforce container metadata ?
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Then udocker must...

* Run applications encapsulated in Docker containers:
* without using Docker
e without using privileges
e without system administrators intervention
e without additional system software

e andrun:
e asanormal user
 with the normal process controls and accounting
e ininteractive or batch systems
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udocker is not bound to a single
Linux kernel technology such as
Linux hamespaces

udocker can run containers in:
CentOS 6 systems
older 2.6 Linux kernels
well suited for computing farms and grids
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udocker

e Written in
e Python, C, C++, Go

e Runs in:
e CentOS6, CentOS 7, Fedora >= 23

e Ubuntu14.04, Ubuntu 16.04
* Anydistro that supports python 2.7

* Features:
« Command line interface Docker like
e Pull of containers from Docker Hub
e Local repository of images and containers
e Execution of containers with modular engines
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udocker containers

Are produced from the layers by flattening them

Each layer is extracted on top of the previous

Whiteouts are respected, protections are changed

The obtained directory trees are stored under ~/.udocker/containers in the
user home directory

.udocker
repos layers containers
d8a08182-2a7b-
. 3f6d-973e-
image/tag 62f411060c2e
EXTRACT ROOT
TAG 8874564

12455734

»639321
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Directory Tree — Container and Host

Execution
chroot-like

udocker
directorytree
SHOME/.udocker

chroot to this
directorybecomes
the new root for
container processes

9fe2f9e7-ce37-
3be5-b12d-
829a3236d2a6
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Execution

 The run command provides a chroot like
environment to execute programs in the
flattened directory trees

 The run command does not provide isolation
between the container and the host, only
mimics a chroot

* No privileges are involved therefore actions
that only the root user can perform will likely
not work within udocker
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Execution Engines

* ptrace (default)
— Intercepts system calls and changes pathnames
— Works in most circumstances but can be slow
* library call interception
— Override of shared library functions
— Host performance in most cases faster than ptrace

* rootless namespaces
— Uses namespaces but without root privileges

— Closest to what Docker does




udocker: Execution methods

e udocker supports several techniques to achieve the

equivalent to a chroot without using privileges
 They are selected per containerid via execution modes

Mode Base Description

PRoot PTRACE accelerated (with SECCOMP filtering) €=
P2 PRoot PTRACE non-accelerated (without SECCOMP filtering)
R1 runC rootless unprivileged using user namespaces
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udocker syntax

* mimics as much as possible Docker syntax

udocker udocker
udocker udocker
udocker udocker
udocker udocker
udocker udocker




udocker: install from github

$ curl https://raw.githubusercontent.com/indigo-
dc/udocker/master/udocker.py > udocker

$ chmod u+rx udocker

$ ./udocker install
or devel
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udocker: search Images

S udocker search ubuntu

NAME OFFICIAL DESCRIPTION

ubuntu [OK] Ubuntu is a Debian-based Linux operating system based on free
ubuntu-debootstrap  [OK] debootstrap --variant=minbase --components=main,universe
ubuntu-upstart [OK] Upstart is an event-based replacement for the /sbin/init daemon
rastasheep/ubuntu-sshd --— Dockerized SSH service, built on top of official Ubuntu images.
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udocker: pull images from repository

S udocker pull ubuntu:14.04

Search for names and tags at:
https://hub.docker.com/

Downloading layer: sha256:bae382666908fd87a3a3646d7eb7176fa42226027d3256cac38eec0b79bdb0491
Downloading layer: sha256:f1ddd5e846a849fff877e4d61dc1002ca5d51de8521cced522e9503312b4c4e7
Downloading layer: sha256:90d12f864ab9d4cfe6475fc7ba508327¢c26d3d624344d6584a1fd860c3f0fefa
Downloading layer: sha256:a57ea72e31769e58f0c36db12d25683eba8fa14aaab0518729f28b3766b01112
Downloading layer: sha256:783a14252520746e3f7fee937b5f14ac1a84ef248ea0b1343d8b58b96df3fadf
Downloading layer: sha256:a3ed95caeb02ffe68cdd9fd84406680ae93d633cb16422d00e8a7c22955b46d4
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udocker: list local images

S udocker images

REPOSITORY
msoffice:lastest
iscampos/openqcd:latest
fedora:25
docker.io/susymastercode/mastercode:latest
ubuntu:14.04

ubuntu:16.10

ubuntu:latest
indigodatacloud/disvis:latest
jorge/private:latest
busybox:latest
jorge_fedora22_32bit:latest
debian:oldstable
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udocker: create container from image

S udocker create --name=ubl4 ubuntu:14.04

9fe2f9e7-ce37-3be5-b12d-829a3236d2a6 «  container-id




udocker: list containers

S udocker ps

CONTAINERID IMAGE
9fe2f9e7-ce37-3be5-b12d-829a3236d2a6 . W [’ ub1 4'] ubuntu:14.04
5¢c7bd29b-7ab3-3d7 3-95f9-4438443aa6d6 . W ['myoffice’] msoffice:lastest
676eb77d-335e-3e9a-bf62-54ad08330b99 . W ['fedora_25"l fedora:25
c64afe05-adfa-39de-bf15-dcd45f284249 . W ['debianold'] debian:oldstable
7e76a4d7-d27e-3f09-a836-abb4ded0df34 . W ['ubuntu16','S] ubuntu:16.10
9d12f52d-f0eb-34ae-9f0e-412b1f8f2639 . W ['f25'] fedora:25
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udocker: run container

udocker respects container

metadata, if the container has
$ UdOCker run Ub14 a default cmd to run it will be

run otherwise starts a shell

*hkkkkhhhhhkkkkhhhhkkkkhhhhkkkkhhhhkkkkhhhhhkkkhhhhhkkkhhhhhkkkhhhhkkkhkhhhikk
*

STARTING 9fe2f9e7-ce37-3be5-b12d-829a3236d2a6  *

*

khkkhkkkhhhhkkhkkkkkkkhkhkkhkkkkkkhhkhhkhkhkkdkkkhhhhhhkkhkkddkhkhhhhkhkhkkidkhkhhikikhdkdkdd

executing: bash

root@nbjorge:/# cat /etc/Isb-release

DISTRIB_ID=Ubuntu

DISTRIB_RELEASE=14.04

DISTRIB_CODENAME-=trusty

DISTRIB_DESCRIPTION="Ubuntu 14.04.5LLTS"

root@nbjorge/# apt-get install firefox <—— root emulation
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udocker: run container as yourself

S udockerrun --user=jorge -v /home/jorge \
-e HOME=/jorge/home --workdir=/home/jorge ub14

Warning: non-existing user will be created

Fededededede ke dedede Fedede kedede dedede Fedede hedede ke dedede Fodede kedede ke edede heded kedede dedeke heded kedede deded hkek heded ke dkk khkk

*

STARTING 9fe2f9e7-ce37-3be5-b12d-829a3236d2a6

*
e e de de de de Jode Fedede Fedede dedede Jedede Fedede Fedede Jodede Jededo Fedede dedede Jedede Fedede Fedede Jedede Yook Fedede Jedede Jedede Fodede Fedede Jedede Yedode Fedede K

executing: bash
jorge@nbjorge:~$ id
uid=1000(jorge) gid=1000(jorge) groups=1000(jorge),10(uucp)
jorge@nbjorge:~$ pwd
/homel/jorge
jorge@nbjorge:~$
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Issues and limitations

* ptrace
— Performance varies across applications
— Relies on complex stack rewriting

* library call interception
— Does not offer root emulation or capabilities

— Issues with applications that also perform themselves
shared library call interception

* rootless Nnamespaces
— Some system calls will not work properly due to the kernel

— Some functionalities available in the other methods do not
work with rootless namespaces

— Recent and not extensively tested
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udocker & Lattice QCD

OpenQCDis a very
advanced code to
run lattice
simulations

--eo Native Altamira (Centos 6.9)

- - udocker Altamira (Centos 7.3)

--m Native CESGA (Centos 6.7)

--m udocker CESGA (Centos 7.3)
% udocker CESGA (Centos 6.9)
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Using OpenMPI

Number of cores udockerin P1 mode
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udocker & Biomolecular complexes

Disvis: case = PRE5-PUP2-complex 1 1c 1 1
Angle = 5.0 Voxelspacing = 1 GPU = QK5200 DISVIS IS belng
used in

production with
udocker
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Dock-C7 Dh:clér-‘gls UDockP1-C7 P1- USing OpenCL and
NVIDIA GPGPUs

udockerin P1 mode
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udocker & Molecular dynamics

Case = gromacs
GPU = QK5200
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Machine

Gromacsis widely
used both in
biochemicaland
non-biochemical
systems.

Using OpenCL and
OpenMP

udockerin P1 mode
udockerin F3 mode
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udocker & Phenomenology

Performance Degradation

Compiling |Running

HOST
DOCKER

udocker

VirtualBox 1 , C++, Fortran,
many authors,

KVM : legacy code

udockerin P1 mode




udocker & Phenomenology




Scientific computing and containers

Create once and
f runwhen )
Isolation from necessary Self contained
changing (Maintainability) environment

environment

(Portability) (Reproducibility)

Easy distribution Base for new
and sharing containers
(DockerHub) (Reusability)
Well defined Isolation from
efficient format hosts and other
(Docker containers
container) (security)
Scientific

Easy packaging . . Low overhead
. Application (baremetal
(Dockerfiles) performance)

Container
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udocker Publication
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Thank You

See more || get || give feedback || contribute:

https://github.com/indigo-dc/udocker

= | M . .
— . ‘I‘“ LABORATORIO DE INSTRUMENTAGAO
Nacional de e E FISICA EXPERIMENTAL DE PARTICULAS
Cc.)mput?gao L . P

Distribuida
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